N E I 2 C PRIVILEGED AND CONFIDENTIAL INFORMATION

R N ELEC T = HAS BEEN REMOVED FROM THIS PUBLIC VERSION
RELIABILITY CORPORATION

October 31 2016

VIA ELECTRONICFILING

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regarding Unidentified Registered Entity
FERC Docket No. NP17-_-000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingnoncompliance by abnidentified Registered Entity (URBR}ccordance with the Federal
Energy Regul atory Commi ssion’ s,ah@ommides 58 ponacr wk
Rules of Procedure including Appendix 4C (NERC Compliance Monitoring and Enforcegram P

(CMEP)?.

NERC is filindnts Notice of Penaltywith information and details regarding the nature and resolution
of the violations? with the Commission becaustestern Electricity Coordinating CoungNECEand
UREhave entered into &ettlementAgreementto resolve all outstanding issues arising ffdfBECC s
determination and findings af9 violations of Critical Infrastructure Protech (CIP) Reliability
Standards

1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standaf@sder No. 672), |1l FERC Stats. & Regs. 1 31,204 (2206 of New Docket

Prefixdbt ¢ F2NJ b2GA0Sa 2F tSylftGé CAf SR 0 8 DickeSNo.lRMOBD-B00! YSNA OF
(February 7, 2008%ee alsd.8 C.F.R. Part32q16). Mandatory Reliability Standards for the Bifbwer SystemFERC

Stats. & Regs. 1 31,242007) (Order No. 693NB K Q3 , IRGRERC 61,053 (2007) (Order No.-ApSeel8 C.F.R §

39.7(c)(2).

2Seel8 C.F.R §39.7(c)@nd 18 C.F.R §39.7(d).

3 For purposes of this document, each violation atissueis descabed a “vi ol ati on,” regardl ess
and whether it was a possible, alleged confirmed violation.
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According to the Settlement AgreemeriRE agrees and stipulates to Wielations, and has agreed to
the assessed penalty ohe million one hundred twentfive thousand dollars§1,125000), in addition

to other remedies and actions to mitigate the instant violations and facilitate future compliance under
the terms and condions of the Settlement Agreement.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement, by and betweeWECG@ndURE The details of the findings amhasis for the penalty are

set forth inthe Settlement Agreement and herein. This Notice of Penalty filing contains the basis for
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC
BOTCCQC).

In accordance with Seci on 39. 7 of the Commi ssi oG,NBRCregul at.i
provides the following summary table identifying each violation of a Reliability Standard resolved by
the Settlement Agreement Further information on the subject violationsset forth in the Settlement

Agreement
*SR = SetReport / SC = Seertification/ CA = Compliance Audit/ SPC = Spot Check / Cl = Compliance Investigation
s . Discovery . Penalty
NERC Violation ID Standard Req VRF/ VSL Method* Risk Amount
WECC2014014352 | CIR002-3 R3 High/Severe SR
WECC2014013782 | CIR0033 | R6 Lower/ SR
Severe
WECC2014014353 | CIR0053a | R1 | Medium/ SR
Severe
Medium/
WECC2014013507 | CIR005-3a R2 Severe SC Serious | $1125M
WECC2014013783 | CIR0053a | R3 | Medium/ SR
Severe
WECC2014014354 | CIR0053a | R4 | Medium/ SR
Severe
WECC2014014355 | CIR0053a | R5 Lower SR
Severe
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NERC Violation ID Standard | Re VRE/vsL | Discovery | o | Penmalty
q Method* Amount
WECC2014014356 | CIRO063c | R1 | Medium/ SR
Severe
WECC2014014357 | CIRO063c | Rz | Medium/ SR
Severe
Ve
WECC2014014358 | CIRO063c | R3 edium/ SR
Severe
WECC2014013785 | CIR0063c | Ra | Medium/ SR
Severe
WECC2014013784 | CIR0063c | Rs | Medium/ SR
Severe
WECC2014014359 | CIR0063c | R6 Lower/ SR
Severe
WECC2014014360 | CIR007-3a | R1 | Mediun/ SR
Severe
WECC2014014361 | CIR007-3a | Rz | Medium/ SR
Severe
WECC2014014362 | CIR007-3a | R3 Lower/ SR
Severe
WECC2014014363 | CIR007-3a | R5 Lower/ SR
Severe
WECC2014014364 | CIR007-3a | R6 Lower/ SR
Severe
WECC2014014365 | CIR007-3a | RS Lower/ SR
Severe

ROOT CAUSES FOR VIOLATIONS

The root cause of the violations was URE’'s fail
configuration, and communication process during the project, testing, and installation phases of new
substations. Further, URE failed to have a change managepnecss that included verification that
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NERC CI P Standards had been i mpl emented. Speci
commissioning new Critical Asset substations did not specifically require the individual steps necessary
to ensure that newCritical Assets be afforded all the electronic and physical controls necessitated by
NERC CIP Standards. The change management process did not include requirements for testing and
verification of CIP protect i on sanindepgmiént isspectibra n g e
of the installation of Critical Cyber Assets (CCAs), Electronic Access Control and Monitoring devices
(EACMS), and Physical Access Control SggeACS).

Additional causes for the violations include the following failures or omissions:

1. Personnel responsible for constructing the new facilities were aware that the new facilities
were required to have CIP protections, and those personnel were trained inlth&t@ndards.
Training related to the change control procedures and the WRInal complianceprogram
(ICP) provided to those personnel was ineffective;

2. Construction personnel did not have wekfined responsibility and accountability for ensuring
those facilities were compliant with NERC CIP Standards. Accountability placed with these
individuals could have reduced the likelihood of the violations from occurring;

3. URE personnel failed to follow defined URE policies and procedures requiring that CCAs
associated with Critical Assets are included in an inclusive inventory of GG&s.
identification could have helped prevent the violations from occurring;

4. URE’' s processes required construction person
personnel toensure logical protections were in placBHeverthelesscommunication between
these groups failecand the work required was not coordinated between the groups;

5. URE lacked adequate supervision over monitoring the status of the project progress in that
NERC CIP compliance should have been included within the scope of the project, which could
have prevented the violations from occurring; and

6. URE failedto considerndustry observations from other er
CriticalAs s et substations, which could have i mpro
potentially prevented the violations.

AGGREGATE RISK TOBHK POWER SYSTERBFROM VIOLATNDG

UREconnected substations to thBulk Electric Systei8E $without ensuring those substations were
afforded adequate CIP protections to electronically and physically protect the CCAs contained therein,
prior to being energized and activated. Specific@&REailed to protect the substations with

firewalls, as well afailedto complete its physical access control system configurations. Numerous
consequences could follow the failure to ensure CIP protections to electronically and physically protect
the aforementioned CCAs prior to energizing the substatidfm. example, there was an increased risk
that a malicious individual would enter the substation without a key, badge, or authorization and take
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any number of negative actions. The maliciouviidual could have physically destroyed CCAs within
the substationsor couldhave modified relay settings to prevent relays from opening upon a detected
fault in the line, allowing the faultto continue and potentially damage neighboring substations.

UREdid have controls in place to mitigate the risk of cyber and physical attacks on the substation.
SpecificalylJREmplemented someelectronic and physical controls as part of a defensdepth
architecture, such as t hdardizedihrdened operatingssysterasyasitt e ms
malware (where technically feasible), security event logging, and account manageAwduiitionally,

t he s ub s t-ar¢aiamdosabreaveleatrie perations industrial control systems networks are

private ard segmented fronUREcorporate networks electric perations. The routers athe
substationscontrolled local network access through policies onthe routefsh e s ubst ati ons’
systems usd active drectory groups and terminal access controller accesstiol systems to control

and monitor usersinteractive electronic acces#s preventive controlghe substationsalso had

fences, locks, access authorizations, a visitor control program, and physical security programs in
place—despite not having an eablished and adequatBhysical Security PerimeteP 3.
NotwithstandngURE’' s contr ol s, it failed to provide the
for a substantial period.

WECC considered the risk posed by these violations to the reliabititg @P%nd determined that
these violations collectively posed a serious and substantial risk to the reliability of the BPS.

WECC2014014352 @82-3 R3 OVERVIEW
WECC determinethat UREailed toupdate its CCA&st during thecalendar year.

WECC determined the duration of the violation to be from the date when &fiREjized the first
substationwithout updating its list of CCAhyough when UREompleted its Mitigation Plan

UREsubmitted its MitigatonPlah o address the referenced violati
URE to:

1. Assess and identify all procedures associated with the Critical Alesificationprocess
procedure;

2. Ensure that theQritical Asset identification procedure is properly integrated and referenced in
significant phasege.g., study construction planning, construction, releasegderations, etc);
and

3. Integrate compliance verificattoprocedures and require CIBrsor manager sigroff prior to
release to operations.
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URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?2014013782 @833 R6- OVERVIEW

WECC determined th&iREailed to utilize its process of change control and configuration
management for adding, modifying, replacing, or removing C&#\sell aEACMs and PAQ&rdware
or software AdditionallyURHailed to implement supporting configuration management igities to
identify, control, and document all changes pursuant to the change control process.

WECC determined the duration of the violation to be from the datewbi&Eenergized the first
substationwithout following change control and configuration ne@gement processeshrough when
URE completed its Mitigation Plan.

URE submitted its Mitigation Plan to address th
URE to:

1. Modi fy URE’ s i ndovenrcimeeklisttpinclode €18 assessanenk

2.1l mpl ement tail boards and training within 30

process walldown checklist;

3. Review the electric systemngineering manual process book to determine inclusion points for

CIP assessment process;

Implemert anew procesghat contains a release to operationhexcklist;

5. Implement anenterprise compliance tracking/stemcompliance task for the CGi02-3
standard éad to erform an annual review of the electric transmission projeacttiolio in
order to identify pdential incoming CIP applicable projects;

6. Modi fy URE’s internal process to include con
assessments and the CIP implementation regaents for all CIP standards in orderbe given
to the project engineer;

7. Implementtailboards and training within 30 days of the release of the modified URE internal
process;

8. Updatethe electric systemmgineering manual process book with CIP assessment process and
references to orporate CIP standards;

9. Review and perform a qualigssurance table top test of the processes to ensure
communication, implementationand sigroff; and

10. Provide tailboard and training dhe modified electric systemngineering manual process
book with new CIP assessment references eorgorate CIP standais.

»
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URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?2014014353 @B5-3a R1- OVERVIEW
WECC determined th&iREailed to ensure that CCAs resided withinEectronicSecurity Perimeter
(ESR)as well as tadentify and document the ESP and all access points to the petime

WECC determined the duration of the violation to be from wh#REenergized the first substation
without ensuringthe ESP and all access points wappropriately protectedthrough when URE
completed its Mitigation Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Establishthe ESPs atits substasidy installing and configuring the firewalls;
2. Apply protective measures including access control through monitoring electronic access into

ESPand
3. Update the CIP Cyber Assetinventory list.

URE certified that it had completed its Mitigation Plan, andG'C verified that URE had completed all
mitigation activities.

WECC?2014013507 @B5-3a R2- OVERVIEW

WECC determined thaiRHailedto implement and document the organizational processes and
technical and procedural mechanisms for control of electronic access at alideledccess Points to
the ESP.

WECC determined the duration of the violation to be from wiiREenergized the firssubstation
without implementing electronic access contrdlisrough when URE activated its firewall and applied
the appropriate ESEIP protections to the CCAstla¢ substations.

URE submitted its Mitigation Plan to address the referenced violatioe UR Mi t i gati on Pl
URE to:

1. Modify IT project management documents to ensure that all IT projects identify potential CIP
requirements at project initiation and that all applicable CIP requirements are concptete
validated prior to project completion;

2. Train infrastructure project mmnagers on the modified processes gmcedures;
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3. Finalize, approve, and publish all new and modified documentation associated with this
Mitigation Flan; and
4. Review and approve cdiication of plan and evidence.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC2014013783 @B53a R3 OVERVIEW
WECC determined th&aiREailedto implement and documet electronic or manual processes for

monitoring and logging access at ESP access points

WECC determined the duration of the violation to be from whéREenergized the first substation
without monitoring or logging electronic acces$isrough when URE activated its firewall and applied
the appropriate ESP CIP protections to the CCHAwaubstations

URE submitted its Mitigation Plan to address th
URE to:

1. Modify IT project manageent documents to ensure that all IT projects identify potential CIP
requirements at project initiation and that all applicable CIP requirements are completed and
validated prior to project completion;

2. Train infrastructure project mmnagers on the modified processes gmcedures;

3. Finalize, approve, and publish all new and modified documentation associated with this

Mitigation Flan; and
4. Review and approve certification of plan and evidence.

URE certified that it had completed its Myjation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?2014014354 @B853a R4 OVERVIEW
WECC determined th&iRHailed to perform a Cyber Vulnerability Assessn{&@WApf the Electronic

Access Points to the ESPdeatst annually

WECC determined the duration of the violation to be fratmen UREenergized the first substation
without includng the access points in its CWitpugh when URE included all EACM devices for the
established ESPs in its CVA.
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UREsubmited i ts Mitigation Plan to address the ref
URE to:

1. EstablisfESPs dioth substationdy installing and configuring the firewalls

2. Apply protective measures including accessttol monitoring of electroni@access into an ESP
3. Update the CIP Cyber Asset inventast; and

4. Include all EACMs for the established ESPs forrheadly scheduled CVA

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?2014014355 @853a R5 OVERVIEW

WECC determined th&tREailedto: 1) ensure that all documentation reflected current configurations
and process2)update documentation to reflect the modification of the meork or controlswithin

ninety calendar days of the changand3) retain electronic access logs for at le@6icalendar days.

WECC determined the duration of the violation to be fratmen URHailed to review, update, and
maintain its CI®05 documentation,through wren URE completed its Mitigation Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Create a new ESP drawing for its substations, to be reviewed annually;
2. Establish the ESPsitstsubstationsby installing and configuring the firewalls; and
3. Update the CIP Cyber Assetinventory list.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC2014014336IP006-3c Rl - OVERVIEW
WECC determined thaiRHailedto document, implementand maintain a physical security plan

WECC determined the duration of the violation to be from WIWHRE energizethe firstsubstation
without implementing a physical security plahrough when URE completed its Mitigation Plan

URE submitted its Mitigation Pl aMitigatian Plandeduireds s t h
URE to omplete installation of PSP physical securitptoas for its substations.
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URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC20140143537IRP006-3cR2- OVERVIEW
WECC determined th&iREailed toensure that all PAG&ere afforded required protective measures

WECC determined the duration of the violation to be from wiREenergized the first substation
without implementing protections to the PAQBrough when URE completed its Mitigation Plan

URE submitted itMi t i gati on Pl an to address the referenc
URE to:

1. Modify IT project management documents to ensure that all IT projects identify potential CIP
requirements at project initiation and that all applicable @&uirements are completed and
validated prior to project completion;

2. Train infrastructure project mmnagers on the modified processes gomcedures;

3. Finalize, approve, and publish all new and modified documentation associated with this
Mitigation PFlan; and

4. Review and approve certification of plan and evidence.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC2014014338IRP006-3cR3 - OVERVIEW
WECC determined thaiREailedto ensure that Cyber Assets used in the access cantialor

monitoring of the ESP resided within an identified PSP

WECC determined the duration of the violation to be from wiREenergized the first substation
without ensuring that EACM device®re enclosed within a PSP, through when URE established a PSP

at the substations.

URE submitted its Mitigation Plan to address th
URE to:

1. Establishthe ESP at its substationsristalling and configring the firewalls;

2. Completeinstallation of PSP physical security contrgetecting the EACMs, the
substations; and

3. Update the CIP Cyber Asset inventast With the EACISL
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URE certified that it had completed its Mitigation Plan, and WEgifled that URE had completed all
mitigation activities.

WECC2014013785IP006-3cR4 - OVERVIEW
WECC determined th&iREailedto document and implement operational and procedural controls to
manage physical access at all access points to the#Béurs a day, seven days a week.

WECC determined the duration of the violation to be from wh#REenergized the first substation
without providing physical access controls, through when URE established atRSBudistations.

URE submitted itMi t i gati on Pl an to address the referenc:
URE to:

1. Complete the installation of PSP physical security controls in its substations; and
2. Create an attestation of PSP commissioning and required criteria needed lae@yieer Asset
is declared operational or changed.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?20140137821P006-3cR5 - OVERVIEW

WECC determined th&iREailedto document and implement the technical and procedural controls
for monitoring physical access at all access points to all PEiRgirs a day, seven days a week, and
failed to immediately review and handle all unauthorized access attempts.

WECC determinethe duration of the violation to be from whebREenergized the first substation
without implementing physical access monitoring, through when URE established atR&P at
substations.

URE submitted its Mitigation Plan to address the referenced violatbRE’' s Mi t i gati on P
URE to:

1. Complete the installation of PSP physical security controls in its substations; and
2. Create an attestation of PSP commissioning and required criteria needed befitcalAsset
is declared operational or changed.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.
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WECC20140143531RP006-3cR6 - OVERVIEW

WECC determined th&iREailedto logphysical accessith sufficient information to identify
individualsuniquelyand the time of acces24hours a day, seven days a weakECC determined that
UREalso failed to implement and document the technical and procedural mechanisms for logging
physical entry at alhccess points to the PSP using computer logging, video recpatinganual

logging

WECC determined the duration of the violation to be from wh#REenergized the first substation
without establishing the appropriate physical entry logging at all access points to thehRBEh
when URE completed its Mitigation Plan

URE submitted its Mitigation Pl aMitgatian Plandeduireds s t h
URE to omplete the installation of PSP physical security controls in its substations.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC2014014368DIR007-3a R - OVERVIEW
WECC determined thaiRHailedto ensure that new Cyber Assets and significant changes to existing
Cyber Assets within the ESP do not adversely affect existing cyber security controls

WECC determined the duration of the violation to be from whéREenergized the first substation
without ensuring that new Cyber Assets did not adversely affect existing cyber security controls,
through when URE completed its Mitigation Plan

URE submitted its Mitigati on Pl aMitgatian Plandeduireds s t h
URE to:

1. Establish the ESPs at its substations by installing and configuring the firewalls;
2. Update the CIP Cyber Assetinventory list; and
3. Apply testing procedures to the ne@yber Assets within the established ESP.

URE certifiedhat it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?2014014361/P007-3a R2- OVERVIEW
WECC determined th&tREailedto establish, documentand implement a process to ensure that only
those ports and services required for normal and emergency operations were enabled

RELIABILITY | ACCOUNTABILITY




NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

NERC Notice of Penalty
Unidentified Registered Entity
October 31, 2016

Pagel3

WECC determined the duration of the violation to be from whéREenergized the first substation
without ensuring that only those ports and services required for normal and emergency operations
were enabledthrough when URE completed its Mitigation Plan

URE submitted its Mitigation Plan to adceguredss ¢t h
URE to:

1. Establish the ESPs at its substations by installing and configuring the firewalls;

2. Update the CIP Cyber Assetinventory list; and

3. Update the Cyber Asset whitelist (ports and services) to include the new Cyber Assets within
the establishedESPs.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC?20140143621RP007-3a BB - OVERVIEW
WECC determined th&aiREailed toestablish, documentand implement a securitgatch
management program for tracking, evaluating, testing, and installing applicable cyber security software

patches for all Cyber Assets within the ESP

WECC determined the duration of the violation to be from widREenergized the first substation
without implementinga security patch nmnagementprogram through when URE completed its
Mitigation Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Establishthe ESPs atits substatibgsnstalling and configuring the firewalls;

2. Update the CIP Cyber Assetinventory list; and

3. Update the security patches, where technically feasible, to the new Cyber Assets within the
established ESPs, including PACS.

URE certified that it had completets iMitigation Plan, and WECC verified that URE had completed all
mitigation activities.
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WECC2014014363IRP007-3a i - OVERVIEW

WECC determined th&iREHailed toestablish, implementand document technical and procedural
controls that enforce access authentication of, and accountability for, all user activity, and that
minimize the risk of unauthorized system access

WECC determined the duration of the violation to be from whéREenergized the first substation
without implementing account management activiti¢srough when URE completed its Mitigation
Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Establislthe ESPs at its substations by installing and configuring the firewalls;

2. Update the CIP Cyber Assetinventory list; and

3. Apply authentication and access control for individual and shared accounts, and maintain user
activity logs for the Cyber Assets withie established ESPs.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE had completed all
mitigation activities.

WECC20140143621R007-3a 5 - OVERVIEW
WECC determined th&iRHailed toensure that all Cyber Asse#sthin the ESP implement automated
tools or organizational process controls to monitor system events related to cyber security

WECC determined the duration of the violation to be from whéREenergized the first substation
without ensuring security stus monitoring,through when URE completed its Mitigation Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Establishthe ESPs atits substations by installing and configurifigetvalls;

2. Update the CIP Cyber Asset inventory list; and

3. Apply security monitoring, where technically feasible, to the Cyber Assets within the
established ESPs.

URE certified that it had completed its Mitigation Plan, and WECC verified that URE haetedrafl
mitigation activities.
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WECC?20140143651RP007-3a B - OVERVIEW

WECC determined th&iREailed toperform a CVA of all Cyber Assets within the &8mally

WECC determined the duration of the violation to be from wiREenergized thdirst substation
without completing a CVAhrough when URE completed its Mitigation Plan

URE submitted its Mitigation Plan to address th
URE to:

1. Updatethe CIP Cyber Asset inventorgt] and
2. Ensurethat the current CIP Cyber Asset inventory listis used for the annually schedwviad

URE certified that it had completed its Mitigation Plan, &4HC Werified that URE had completed all
mitigation activities.

Regi onal Entity’ s Basis for Penalty

According to the Settlement Agreement, WECC has assessed a pewoakyraillion one hundred
twenty-five thousand dollars ($,125000) for the referencediiolations. In reaching this
determination, WECC considered the following factors

1. WECCGeterminedthe compliance history should serve as an aggravating factor

2. WECC did not consider URE’'s I CP as a mitigat
the ICP"s significant failure in this case;

3. UREselfreported 18 of the violationsafter consultation with WECC about a sedfitified
noncompliance, resulting in minimal credit

4. URBwas cooperative throughout the compliance enforcement process;
5. there was no evidence of any attempt to conceal a violation nor evidence of intent sodo

6. Considered in the aggregate, thé violations posed a seriownd substantialisk to the
reliability of the BPS;

7. URHs developing and implementing project to improve the work management process by
replacing the multiple systems and tools previlyuased with a single unified system applied
across thdUREenterprise The projectwill significantly improve the reliability and security of
U R Esystemand help URE avoid noncompliance with these standards in the future
Specifically, the improvemenn work management processes, as well as the improved
controls, timeliness and quality for asset data quality will significantly reduce the risk of
potential security and compliance events caused by an inaccurate inventory of BES Cyber
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Systems and theiassociated assets. The project goes above and beyond meeting the minimum
NERC CHequirements by providing best practices to ensure that NERC CIP compliance is met
and maintained on an ongoing basis with minimal errors gikerautomation in the system;
and

8. there were no other mitigating or aggravating factors or extenuating circumstances that would
affect the assessed penalty.

After consideration of the above factord/ECGletermined that, in this instance, the penalty amount
of one million one hundred twentyfive thousand dollars ($,125000)is appropriate and bears a
reasonable relation to the seriousness and duration of the violations.

Statement Describing the Assessed Penalty, Sanction or Enforcement Action Imposed 4
Basis for Determination

Taking into consideration the Commi ssion’s dire
and the Commi ssion’s July 3, 2008, Oct°thdNERC 26,
BOTCC reviewed ttiettlement Agreemenandsupporting documentation oseptember 292016

and approved theSettlement Agreement In approving theSettlement Agreementthe NERC BOTCC
reviewed the applicable requirements of tii&mmissiorapproved Reliability Standards and the

underlying facts ath citumstances of the violations atissue.

For the foregoing reasons, the NERC BOTCC approvéetttement Agreemenand believes that the
assessed penalty ohe million one hundred twentfive thousand dollars1,125000 is appropriate

for the violations and circumstancest | ssue, and is consistent with
reliability of the BPS.

Pursuant to 18 C.F.R. 8 39.7(e), the penalty will be effective upon expiration of-theey3ieriod
following the filing of this Noticef Penalty with FERC, or, if FERC decides to review the penalty, upon
final determination by FERC.

4Seel8 C.F.R. § 39.7(d)(4).

5 North American Electric Reliability Corporation ©* Gui dance Or der on RelFERCH61018 v Not i
(2008);North American Electric Reliability Corporation ®* Fur t her Gui dance Order on Rel i al
9 61,069 (2009)North American Electric Reliability Corporation * Noti ce of No Furt hern32Revi ew
FERC 161,182 (2010).
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Notices and Communications: Notices and communications with respect to this filing may be

addressed to the following:

Jim Robb*

Chief Executive Officer

Western Electricity Coordinating Council
155 North 400 West, Suite 200

Salt Lake City, UT 84103

(801) 8836853

(801) 8836894 facsimile
jrobb@wecc.biz

Steve Goodwitl

Vice President and General Counsel,
Corporate Secretary

Western Electricity Coordinaiy Council
155 North 400 West, Suite 200

Salt Lake City, UT 84103

(801) 8836857

(801) 8836894 facsimile
sgoodwill@wecc.biz

Ruben Arredondo*

Senior Legal Counsel

Western Electricity Coordinating Council
155 North 400 West, Suite 200

Salt Lake City, L84103

(801) 8197674

(801) 8836894 facsimile
rarredando@wecc.biz

Soni a C. Mendonc¢ga*
Vice President of Enforcement aBeputy
General Counsel

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DC 20005

(202) 4063000

(202) 6448099 facsimile
sonia.mendonca@nerc.net

Edwin G. Kichline*

Senior Counse&lnd Associate Director,
Enforcement

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DC 20005

(202) 4063000

(202) 6448099— facsimile
edwin.kichline@nerc.net
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Heather Laws*

Manager of Enforcement

Western Electricity Coordinating Council
155 North 400 West, Suite 200

Salt Lake City, UT 84103

(801) 8197642

(801) 8836894 facsimile

hlaws @wecc.biz

*Persons to be included on the
Commi ssion’s servic
an asterisk. NERC requests waiver of the
Commi ssion’”s rul es
permit the inclusion of more than two
people on the service list.
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Conclusion

NERC respectfully requests that @@mmission accept this Notice of Penalty as compliant with its
rules, regulations, and orders.

CcC:

Unidentified Registered Entity

Western Electricity Coordinating Council

Respectfully submitted,

/s/ Edwin G. Kichline

Soni a C. Mendonc a
Vice President of Enforcement and
Deputy General Counsel

Edwin G. Kichline

SeniorCounsel and Associate Director,
Enforcement

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DC 20005

(202) 4063000

(202) 6448099- facsimile
sonia.mendonca@nerc.net
edwin.kichline@nerc.net
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